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Evolving Threat... A Call to Action



http://www.google.com/url?q=http://grassrootjournal.com/the-non-denial-denials-of-barack-obama-and-the-rise-of-ignorance-in-the-executive/&sa=U&ei=B2e0Ur6zBZOskAfyiIDYBQ&ved=0CDIQ9QEwBA&usg=AFQjCNGhJ-urRvdHKAEpnyRpWCQMMplm9A
http://www.google.com/url?q=http://www.federaltimes.com/article/20130515/SEQ01/305150009/DNI-Clapper-No-furloughs-civilian-intel-workers&sa=U&ei=-Fa0Ut_VEYv7kQes44DABw&ved=0CEAQ9QEwCw&usg=AFQjCNHFBYuYDLV_c3fFNc8_ifYGl-uoIQ
http://www.google.com/url?q=http://www.voanews.com/content/four-star-general-in-eye-of-us-cyber-storm/1669743.html&sa=U&ei=sGi0UtiXAoSekQe3loGoAg&ved=0CDYQ9QEwBg&usg=AFQjCNEMUbZfn5IIHw5MXepPvDJd_W5J4Q

Adversarial Examples

» State-Sponsored
Hackers

> Transnational
Criminal
Organizations

» Independent
Hackers

> Insider Threats
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Executive Branch Policy and Directives

Presidential / National
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DHS Policies /
Directives

DOD Policies /
Directives

CG Policies /
Directives




Cyber Strategy

Three Strategic Priorities

1. Defending Cyberspace

2. Enabling Operations

3. Protecting Infrastructure




1. Defending Cyberspace

1. Defending
Cyberspace

Operations

» Goal 1. Identify and

Harden Systems and
Networks
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1. Defending Cyberspace

1. Defending

Cyberspace » Goal 2. Understand and
Counter Cyber Threats

Operations




1. Defending Cyberspace

1. Defending
Cyberspace » Goal 3. Increase

Operational Resilience

Infrastructure



2. Enabling Operations

Cyberspace

o

g W S T T e
1010 T 001
Lol 1010091
a g -

- 2. Enabling
: §§ Operations

LR
a D1o1 10y
] ¥ i

» Goal 1. Incorporate
Cyberspace
Operations into
Mission Planning
and Execution




2. Enabling Operations

cyberspace > Goal 2. Deliver
Cyber Capabilities to
2. Enabling Enhance All
Operations MiSSiOl’lS

Cyberspace




3. Protecting Infrastructure

1. Defending 3
Cyberspace > Goal 1. Risk Assessment —

Promote Cyber Risk

3. Protecting
Infrastructure

Cyber Security Assessment & Risk Management Approach



3. Protecting Infrastructure

9 efending

R » Goal 2. Prevention — Reduce

Cybersecunty Vulnerablhtles
in the MTS S

3. Protecting
Infrastructure
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Ensuring Long-Term Success
Seven Cross-Cutting Factors

Recognize Cyberspace as an Operational Domain

Develop Operational Cyber Guidance/Define Mission Space
Leverage Partnerships

Communicate in Real-Time

Organize for Success

Build a Cyber Workforce

Invest in the Future



Future Actions

» Commandant Approval

» Communications Plan
> Publication with External Public Release
» Implementation Plan

»Ongoing Renewal /Assessment



Research Opportunities

» Analysis to identify greatest vulnerabilities in maritime
domain

»Identify best options for operational and system cyber
resilience

» Analysis and tools to map and predict dynamic maritime
cyber threats

» Impact analysis for MTS and cascading consequences to
nation and economy

»Nodal and system analysis to identify single-points of failure
in MTS

» Networking analysis solutions to support optimal
information sharing with partners
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