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(De)Encrypting with KidRSA – No KidING! 
 

Using Mathematics to Keep Communications Private   
 
 

Note to teachers:  Teacher notes appear in dark red in the module, allowing faculty to 

pull these notes off the teacher version to create a student version of the module.    

 

MODULE SUMMARY: 

In mathematics and computer science, cryptography is being used widely to solve different 

types of real life problems connected to secure communication in the presence of third parties 

– eavesdroppers. In this module the basics of techniques of secure communication are 

discussed. In particular, the RSA cryptography system will be discussed. Specific class 

activities are suggested to be performed that will help students become familiar with the use of 

cryptography systems in solving real life problems. At the end, one use of graph theory in secret 

communication will be discussed. 

 

TARGET AUDIENCE: 

This module is interdisciplinary. It is written for undergraduate students and can be used in any 

freshman/sophomore level course that is a general education mathematics course, computer 

science course, or a course that allows the instructor to include additional topics.  Note that this 

module could also be used in some upper level math classes (e.g., Discrete Mathematics, 

Abstract Algebra, Number Theory). In addition, the module can be modified and used for 

outreach discovery hands-on activities for 9-12 students. 

PREREQUISITES: 

Middle school mathematics and Algebra I. Students should be able to factor integers, compute 

quotients and remainders, find greatest common divisors, solve linear equations, and (in section 

5.0) apply exponential properties.  

 

TOPICS: 

The topics in this module include introduction to Module Arithmetic and Prime Numbers, 

KidRSA cryptography system, Euclidean Algorithm, RSA cryptography system, and Perfect 

http://en.wikipedia.org/wiki/Mathematics
http://en.wikipedia.org/wiki/Computer_science
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Codes. Each topic includes hands-on activities that allow students to develop algorithms and 

skills in coding/decoding secret messages. In addition, the module includes Evaluation, 

Assessment, and Class Schedule.  

 

GOALS: 

The goals of this module are to provide instructors with a variety of options for introducing 

concepts in cyber security through real-world and fantasy-world examples. Furthermore, the 

module is intended to develop critical and logical thinking skills through discovery and 

investigation. Moreover, the module is designed to show students that math is fun, interesting, 

and useful. 

 

ANTICIPATED NUMBER OF MEETINGS:  

This module can be delivered in different ways: can be used as part of a class, as a class project 

or in-class presentations, and as an out-of-class project or outreach enrichment activity. If used 

as part of a class it will require at least seven to eight class periods (depending on how much of 

the material the instructor chooses to cover). The first class period will introduce some concepts 

of modular arithmetic and (relatively) prime numbers (Section 2). The next class period will 

cover introduction to the KidRSA cryptography system (Section 3). Section 4 offers discussion 

of the security of the KidRSA system and introduction to the Euclidian Algorithm and requires 

at least two class periods. Instructors may want to allow an additional day at the end of this 

section to allow for more practice with the Euclidean Algorithm or a mid-project assessment. 

The two class periods that cover Section 5 focus on the more secure RSA cryptosystem that 

will allow students to learn how this cryptography system is used in real life situations. Chapter 

6 will need one to two class periods. This chapter will introduce graph theory and discuss 

another (fun) way to send/receive hidden messages among friends. 

LEARNING OUTCOMES:  

After completing this module the students will be able to: 

 Become familiar with coding and decoding terminology. 

 Recognize cyber security issues in real-world situations. 

 Code and decode using various algorithms.  

 Review/learn and apply Modular Arithmetic and the Euclidean Algorithm.  

 Improve their computational and logical thinking and critical reasoning, as well as their 

writing skills. 
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NOTE TO INSTRUCTOR:  

- Instructors may use the module in its entirety, or may opt for a shorter version. Sections 

1.0-4.0 cover the primary topic of KidRSA coding and the foundations of modular 

arithmetic needed for encryption and decryption and could be used in a comprehensive 

four day lesson plan. Section 5.0 is a natural continuation as it presents a more secure 

and commonly used means of encryption which builds on the foundation developed in 

the earlier sections. Section 6.0 is largely independent and could be covered on its own 

or in conjunction with the other sections. 

- Opportunities for more rigorous study of the Euclidean Algorithm are given in exercises 

4.3.3 and 4.3.4. These may be omitted at the discretion of the instructor. A few computer 

explorations are suggested near the end of section 4. Moreover, this module can be 

extended to cover more concepts in cryptography and/or cyber security. In that case, the 

instructor might want to include other algorithms for coding/decoding.  

- This module is written so that students can perform calculations with a calculator; 

however, teachers may consider allowing a computer algebra system for more complex 

computations, such as those in section 5. The authors found the website Wolfram Alpha 

to be helpful for these calculations, but also believe that students gain greater 

understanding by doing some calculations by hand. One strategy for using exponential 

rules for computing modular exponents is presented in section 5.  Intuitively we see 

value in using the division algorithm to find the remainder r, but students with access 

to calculators tend to want to use them. Teachers should note that a = bq + r is equivalent 

to a/b = q + r/b. Since r/b = a/b – q, one can find r using a calculator by first dividing a 

by b, then subtracting the whole number quotient q of the result, and finally multiplying 

the fractional difference by b. Regardless, when the numbers get large, calculators tend 

to lose the precision needed to find accurate remainders. 

OTHER DIMACS MODULES RELATED TO THIS MODULE: 

This module might be used in conjunction with other modules prepared by the other participants 

of Reconnect 2016. 

 

ACKNOWLEDGEMENT AND DISCLAIMER:  

The authors would also like to acknowledge J.K. Rowling and her amazing characters and 

stories. Her Harry Potter series has encouraged many children to read and we have found that 

the characters have the power to inspire our students to engage in mathematics as well. 
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1.0 INTRODUCTION TO CRYPTOGRAPHY SYSTEMS 

 

Remarkable mathematics research during the 1970s opened doors to enable safe sensitive data 

exchange between a user and a Web site. The communications between two parties need to be 

encrypted to prevent it from being disclosed to or modified by unauthorized parties. The 

encryption must be done in such a way that decryption is only possible with knowledge of a 

secret decryption key and only the authorized party should know the decryption key. 

 

In traditional cryptography, such as was available prior to the 1970s, the encryption and 

decryption operations are performed with the same key. This means that the party encrypting 

the data and the party decrypting it need to share the same decryption key. Establishing a shared 

key between the parties is a challenge. If two parties already share a secret key, they could 

easily distribute new keys to each other by encrypting them with prior keys.  But if they don’t 

already share a secret key, how do they establish the first one? This challenge is relevant to the 

protection of sensitive data on the Web and several other applications like it. Computers don’t 

initially share any secret keys with Web sites. How then does one encrypt data for sending to 

the site? A password is set, and the password could then be used to derive an encryption key. 

But how does one protect the password from interception when first setting it up? 

 

These challenges prompted two Stanford University researchers, Whitfield Diffie and Martin 

Hellman, to write the paper, “New Directions in Cryptography,” in 1976 suggesting that 

perhaps encryption and decryption could be done with a pair of different keys rather than with 

the same key. The decryption key would still have to be kept secret, but the encryption key 

could be made public without compromising the security of the decryption key. This concept 

was called public key cryptography because of the fact that the encryption key could be made 

known to anyone. 

The current module aligns with the goals of the Reconnect Program of the Department of 

Homeland Security (DHS). It is expected that introducing the module to undergraduate students 

majoring in any field increases their awareness of the role of mathematics in cryptography 

systems and cyber intelligence and could encourage further study and application of 

mathematics.  
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2.0 MODULAR ARITHMETIC [1] 

2.1 Introduction 

 

Hogwarts is hosting the Wizarding Cup1. All wizarding schools are participating and their 

competing teams are already there and getting ready for the last task of the Wizarding Cup.  The 

excitement has been building up everywhere, as they were all gathered after breakfast to hear 

the instructions for the upcoming task. Finally Dumbledore provides the following instructions:  

- Each school’s team has 3 days to prepare for the task. 

- Teams will receive the map of the Wizarding Tournament Field to help in their 

preparation. 

- After their team member enters the last tournament, each team will be provided with 4 

different positive integers. 

- Team members will need to find a way to use those 4 numbers to communicate between 

them and their member who enters the Field. 

- Each team will have just one opportunity to send a useful object to their contestant 

representative that enters the Wizarding Tournament Field. 

- There is no magic allowed in the last task (all students must comply with the Wizarding 

Honor Code). 

 

The excitement is suddenly transforming into surprise and frustration, and everyone is asking 

the same questions: No magic? What happened? Why? 

Dumbledore has his own plan and vision about this task and he is not to be questioned. 

 

Day 1: Hermione is first to realize that research needs to be done about secure systems for 

communication. She drags Ron and Harry into the library and they start to search for anything 

that can allow them to use those 4 numbers to safely communicate with Harry who will be 

entering the Wizarding Tournament Field. After an afternoon spent going over all muggle books 

on cryptography and being forced to listen to Ron and Harry’s constant complaints for spending 

an afternoon in the library, Hermione got finally lucky. She found a good algorithm that will 

allow her and her team members to communicate between them. It is the KidRSA cryptography 

system that uses just 4 positive integers to generate a public key (for encryption) and a private 

key (for decryption). 

 

She immediately realizes that she needs to teach Harry about modular arithmetic. Harry is not 

very excited about spending the next day learning about this new type of arithmetic, but 

Hermione convinces him that this is the way to go if he wants to survive the last tournament. 

 

Day 2: Hermione leads Harry through a series of questions/exercises. You are asked to help 

Harry answer her questions and learn about modular arithmetic. 

 

Hermione:  What month will it be in 26 months?        

                                                        
1Hogwarts School of Witchcraft and Wizardry is the fictional setting of the Harry Potter series [7]-[13].  
The Wizarding Tournament discussed here is loosely based on the Triwizard Tournament introduced in 
[10] in our example no magic is allowed.  The main characters Harry, Hermione, and Ron are three 
students at the school and Dumbledore is the beloved Headmaster.  
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Harry: Answers will vary.  

Sample answer: if the current month is March, then the answer would be May.   

Hermione: How did you get to this answer? 

 

Harry: Answers will vary.  

Sample answer: in 12 months will be March again, in another 12 months will be March again. 

So in 24 months is March again, hence in 26 months will be May. (Note, 26 = 2·12 + 2.) 

 

Hermione:  What day of the week will it be in 39 days? 

 

Harry: Answers will vary. 

Sample answer: if the current day is Thursday, then the answer will be Monday.  

 

Hermione: How did you get to this answer? 

 

Harry: Answers will vary. 

Sample answer: Each week has 7 days, so in 5 weeks (5·7 = 35 days) will be Thursday again. 

So in 39 days will be Monday. (Note, 39 = 5·7 + 4.) 

 

Hermione:  If it is 1pm now, and you need to wake up to go to the airport in 15 hours, what 

time should you set your alarm to wake you up? 

 

Harry: 4 am. 

 

Hermione: How did you get to this answer? 

 

Harry: In 12 hours would be 1 am. Hence, in 15 hours will be 4 am. (Note, 15 = 1·12 + 3.) 

 

Hermione:  What did you notice about the previous 3 examples? 

 

Harry: Divided two numbers and used the reminder as an answer. The remainder resulting 

from division is the key to solving the problem 

 

As you noticed in each of the examples above you divided two numbers and used the remainder 

to find your answer.  

 

The method that you used to count in the previous examples is called modular arithmetic: 

 

Let a be any integer and n any positive number. Then 

 

a mod n = b   if   b is the positive remainder after dividing a by n. 

 

Note that  

a mod n = b is equivalent with b = a – kn, for some integer k. 
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Note: When we work with mod n we normally use only the numbers 0 to n –1. So to reduce a 

negative number mod n one needs to add a multiple of n to get a number in the range 0 to n–1. 

 

Example 2.1.1: Find the following: 

 

a) 153 mod 5 =  ______  

 

b) -3 mod 7 = _______ 

 

Answer:  a) 3;        b) 4 

 

Hermione: Next we discuss how to add and subtract numbers in modular arithmetic.  

 

The modular addition (denoted by “+n”) is defined as 

a +n b = (a + b) mod n. 

 

Example 2.1.2: Find the following: 

 

a) 9 +10 8 = (9 + 8) mod 10 = _____  

 

b) 9 +13 (–23) = (9 – 23) mod 13 = ______ 

 

Answer:  a) 7;         b) (–14) mod 13 = (–1) mod 13 = 12 

  

Hermione: In addition, you need to learn how to multiply numbers in modular arithmetic. 

 

The modular multiplication (denoted by “·n”) is defined as: 

a ·n b = (a · b) mod n. 

Example 2.1.3: Find the following: 

 

a) 4·25 15 = (4 · 15) mod 25 =  _____ 

 

b) 20·45 (–3) = (20·(–3)) mod 45 = ______ 

   

Answer:  a) 10;        b) 30 
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2.2 Prime Numbers and Relatively Prime Numbers 

 

Example 2.2.1: List all positive factors of the following numbers: 

 

a) 1  Factors: ________________________  

b) 3  Factors: ________________________ 

c) 17  Factors: ________________________ 

d) 21  Factors: ________________________ 

e) 36  Factors: ________________________ 

Answer: a) 1;        b) 1, 3;        c) 1, 17;         d) 1, 3, 7, 21;         e) 1, 2, 3, 4, 6, 9, 12, 18, 36 

 

What do you notice about the number of positive factors in each of the examples above?  

 

Answer: The number 1 is the only integer that has just one positive factor. 

All other integers have at least 2 positive factors (1 and itself). 

There are numbers that have more than two positive factors. 

 

A prime number is a number that has exactly two positive factors: 1 and itself.  

 

Hermione: Can you list at least 5 prime numbers? 

 

Harry: Answers may vary. 

Sample answer: 2, 3, 5, 7, and 11. 

 

A number that has more than two positive factors is called a composite number. 

 

Hermione: Is 35 a composite number? Explain. 

 

Harry: Yes, 35 is a composite number, since it has more than two positive factors, which are 

1, 5, 7, and 35. 

 

Hermione: Is 43 a composite number? Explain. 

 

Harry: No, 43 is a prime number since the only factors are 1 and 43. 

 

A common factor of two or more numbers is a positive number that is a factor of each of them. 

 

Hermione: What are the common factors of 120 and 70? 

 

Harry: Factors of 120 are 1, 2, 3, 4, 5, 6, 8, 10, 12, 15, 20, 24, 30, 40, 60, and 120. 

Factors of 70 are 1, 2, 5, 7, 10, 14, 35, and 70. 

Common factors for 120 and 70 are 1, 2, 5, and 10. 

 

Two numbers that do not have any common factors except the factor 1 are called relatively 

prime numbers. 
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Hermione: Can you think of any two relatively prime numbers? 

 

Harry: Answers will vary. 

Sample answer: 2 and 21. 

 

Hermione: Are 7 and 11 relatively prime numbers? Explain.   

 

Harry: Yes, since the only common factor for both is 1. 

Hermione: Are 30 and 13 relatively prime numbers? Explain.   

 

Harry: Yes, since the only common factor for both is 1. 

 

Hermione: Are 30 and 12 relatively prime numbers? Explain.   

 

Harry: No, since common factors for 30 and 12 are 1, 2, 3, and 6. 

 

Hermione: Are 20 and 27 relatively prime numbers?   

 

Harry: Yes, since the only common factor for both is 1.  

 

 

 

 

 

2.3* Relatively Prime Numbers and Modular Arithmetic 

 

*Teacher’s Note: This section can be skipped at this point. This connection will be revisited 

in section 4.1 of the module. 

  

Hermione: Next, we need to discuss how relatively prime numbers and modular arithmetic are 

connected. Let’s look at the set B={1, 2, 3, …, 25}, and consider multiplication mod 26. 

List all numbers from the set B that are relatively prime to 26. 

 

Harry: 1, 3, 5, 7, 9, 11, 15, 17, 19, 21, 23, and 25. 

 

Hermione: The numbers that you just found have a special property when performing 

multiplication mod 26. To see that, choose an element x in B that is not relatively prime with 

26 and fill the tables below. 

What do you notice? What kind of numbers do you obtain as a result? Do you obtain 1? 

 

α 1 2 3 4 5 6 7 8 9 10 11 12 13 

(α · x) mod 26              

 

α 14 15 16 17 18 19 20 21 22 23 24 25 

(α· x) mod 26             
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Harry: Answers will vary. Sample answer: Let x = 2. 

α 1 2 3 4 5 6 7 8 9 10 11 12 13 

(α · x) mod 26 2 4 6 8 10 12 14 16 18 20 22 24 0 

 

α 14 15 16 17 18 19 20 21 22 23 24 25 

(α · x) mod 26 2 4 6 8 10 12 14 16 18 20 22 24 

All numbers as a result of the multiplication are even, hence none of them is 1. 

 

Hermione: Now choose an element y in B that is relatively prime to 26. Then multiply this 

element with every element from B using modular arithmetic mod 26.  

 

α 1 2 3 4 5 6 7 8 9 10 11 12 13 

(α · y) mod 26              

 

α 14 15 16 17 18 19 20 21 22 23 24 25 

(α · y) mod 26             

 

Harry: Answers will vary. Sample answer: Let y = 3. 

α 1 2 3 4 5 6 7 8 9 10 11 12 13 

(α· y) mod 26 3 6 9 12 15 18 21 24 1 4 7 10 13 

 

α 14 15 16 17 18 19 20 21 22 23 24 25 

(α · y) mod 26 16 19 22 25 2 5 8 11 14 17 20 23 

 

Hermione: What is the difference between this table and the one you obtained by multiplying 

by an element that was not relatively prime to 26? 

 

Harry: In the first table only even numbers appear as a result of the multiplication. In addition, 

0 also appeared there (note 0 is not an element of the set B). 

In the second table, all numbers as a result of the multiplication are elements of the set B. 

Moreover, all elements of B appear in the second table as a result of the multiplication. 

 

Hermione: Which number(s) when multiplied mod 26 in your tables above give 1? 

 

Harry: In the first table, none of the numbers when multiplied with 2 gave 1. 

In the second table, the number 9 when multiplied by 3 gave 1; hence, 

(3·9) mod 26 =1. 

 

Hermione: Those pairs of numbers whose product is 1 when multiplied mod 26 are called 

inverses to each other with respect to multiplication mod 26. 

 

In general, two numbers a and b are called inverses to each other with respect to multiplication 

mod n if  

(a·b) mod n = 1. 

Hermione is satisfied with the progress Harry did with modular arithmetic. 
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3.0 The KIDRSA CRYPTOGRAPHY SYSTEM [2] 
3.1 Encrypting Using KidRSA Algorithm 

 

Day 3: Hermione decides it is time to teach Harry how to encrypt messages using map codes 

and the public key (using the KidRSA algorithm). 

 

Hermione: We should keep the message short. When you need something it would be best if 

you tell us your location and we will try to determine the best way to help. We will send you the 

public key (e, n) as soon as Dumbledore gives us the 4 numbers. You will need to use those 

numbers to encrypt your message. Below are the map codes that you need to memorize. 

 

Locations Lake Maze Forest Corn Field Desert 

Associated  #s 1 – n/5  n/5 – 2n/5  2n/5 – 3n/5 3n/5 – 4n/5 4n/5 – n 

 

Here is how you use them: 

Say our public key is (e, n) = (190, 983) and you need to tell us that you are at the Lake. You 

will need to follow the following steps: 

Step 1: Make your own map codes for the locations using the provided number n = 983. 

 

Locations Lake Maze Forest Corn Field Desert 

Associated  #s      

 

Step 2: Choose an integer m between 1 and n/5 (not inclusive). 

Step 3: Multiply (em). 

Step 4:  

a) if the number (em) is less than n, go to Step 1 and choose another number. 

a) if the number (em) is greater than n, send us the message C = (em) mod n. 

 

Harry: Answers will vary. Sample answer: 

 

Locations Lake Maze Forest Corn Field Desert 

Associated  #s 1 – 196 196 – 393  393 – 589  589 – 786  786 – 983  

 

The number 2 is a reasonable choice for Step 2 but will not work since   

190·2 < 983. 

But if I choose m = 130 in Step 2, then 190·130 = 24,700 > 983, hence 

C = (190·130) mod 983 = 125. 

So I send you the number 125. 

 

Hermione: As soon as we receive your location, we will send Hedwig to deliver a useful object.  

Hermione is happy with all that Harry has accomplished in the last few days. 
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3.2 Decrypting Using the KidRSA Algorithm  

 

Day 4: Harry enters the Wizarding Tournament Field. 

After all contestants entered the Field, Dumbledore provides the following four numbers to 

Hermione’s team 

a = 6, b = 4, A = 8, B = 5. 

 

Hermione uses the following KidRSA algorithm and the numbers a, b, A, B that Dumbledore 

provided to construct the public, (e, n), and private, (d, n), keys: 

a) Construct the number M = ab – 1. 

b) Construct the numbers  

e = AM  + a      and      d = BM  + b. 

c) Use the numbers e and d to construct n = (ed – 1)/M. 

Hermione makes the public key (e, n) available to all by using fireworks in the Gryffindor 

colors (red and green). 

 

Exercise 3.2.1: What is the public key (e, n) that Hermione makes available for Harry to see? 

Answer:  M = 6·4 – 1=23 

e = 8·23 + 6 = 190 

d = 5·23 + 4 = 119 

n = (190·119 – 1)/23 = 983 

Public key: (e, n) = (190, 983). 

 

Exercise 3.2.1: What is the private key (d, n)? 

 

Answer: d = 119. 

 

Day 6: After 2 days in the Field, Harry sends the message C = 316.  

 

To decrypt the message, Hermione uses the KidRSA algorithm:  

 

Multiply the encrypted message C = (e·m) mod n by d mod n, i.e., (d·C) mod n  

 

to reveal the location of Harry in the Wizarding Tournament Field. 

 

Exercise 3.2.2: Find Harry’s location. 

 

Answer: (316·119) mod 983 = 250. Note, 196 < 250 < 393, hence Harry is at the Maze. 

 

Exercise 3.2.3: What would be a useful object that Hermione and Ron could sent to Harry using 

Hedwig? 
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Answer: Answer will vary. Sample answer: compass. 

 

Exercise 3.2.4: By your opinion, why Dumbledore did decide not to allow use of magic in the 

last tournament? 

 

Answer: Answers will vary.  

 

 

 

 

 

3.3 The KidRSA Algorithm 
 

The steps for the KidRSA cryptography system, are as follows: 

The recipient generates a public key (e, n) and a private key (d, n) where e stands for 

encryption and d stands for decryption by 

(1) Choosing positive integers a, b, A, B, and setting M = ab – 1; 

(2) Setting, e = AM + a and d = BM + b, and setting n = (ed – 1)/M. 

Then (e, n) is the public key, and is displayed for all to see, while (d, n) is the private key, 

which is kept secret. 

A message is any positive integer m that is less than n. 

The encrypted message of m is C = (em) mod n. 

Decryption is done by multiplying the encrypted message C by d and reducing modulo n. 

 

Exercise 3.3.1: Demonstrate why the KidRSA algorithm works by following these steps: 

a) Check that n is an integer, i.e., that M is a factor of ed – 1.  

b) Show that (de) mod n =1. 

c) Rewrite the encrypted message C = (em) mod n in another (equivalent) form. 

d) Use the answer from b) to show that (dC) mod n always gives m. 

e) Discuss why the message m must be a positive number less than n. 

 

Answer:  
a) ed – 1 = (AM + a)(BM + b) – 1 = ABM 2 + (aB + Ab)M + ab – 1 

        = (ABM + aB + Ab +1)(ab – 1) 

        = (ABM + aB + Ab +1)M 

Hence, M is a factor of ed-1, which shows that n is integer. 

b) Using that n=(ed –1)/M and the result from a), it follows that nM = ed – 1, hence ed = 

nM –1, which implies (ed) mod n = 1. 

c) C = (em) mod n = em – sn for some integer s. 

d) (dC) mod n = [d(me – sn)] mod n 

       = [m(ed) – snd] mod n 

       = [m(nM +1) – snd] mod n 

       = [m + (mM – sd)n] mod n 

       = m mod n 
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e) The last equation in c) shows that in order to obtain the same number m after decryption 

using KidRSA and not reduced number module n, m must be a positive number less that 

n. 

 

Exercise 3.3.1 shows us that the numbers e, d, and n produced by the KidRSA algorithm will 

always produce public and private keys that will allow us to recover each original message m 

from the encrypted message C.  This implies that the functions f(m) = (em) mod n and g(C) = 

(dC) mod n are inverses of each other. 

 

In the next chapter, we will explore what might happen when we do not use the KidRSA 

algorithm; in that case the encryption might not give us back the original message.  We will 

also analyze whether this cryptography system is secure; namely, how easy it is to find the 

private key from the public key. 
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4.0  SECURITY OF THE KIDRSA CRYPTOGRAPHY SYSTEM 
 

4.1 Ron’s Secret Code: What could go wrong?  

The Wizarding Cup is over. Harry was the winner of the tournament and Hermione was very 

proud of how he managed the KidRSA algorithm during the last task. On the other hand, Ron 

Weasley is so impressed with Hermione’s public key code that he decides to create his own in 

order to advise Harry in a game of Wizard’s Chess2.  Without a full understanding of how 

Hermione selected the keys, Ron decides that an alphabet of n = 30 symbols will suit his needs 

and also chooses e = 21 to form a public key (e, n) = (21, 30).  Like Hermione, he uses the 

encryption rule C = (21m) mod 30; however, Ron does not use the KidRSA algorithm to 

generate the numbers 21 and 30 from four numbers, but just picks numbers he likes. Will Ron’s 

code work? 

    

Each square of the 8x8 chessboard can be identified by a row number and a column letter.  Ron 

decided that the numbers 1-8 would describe the rows, the numbers 9-16 would denote columns 

a-h, respectively, and the numbers 17-22 would denote the particular pieces.  Because Wizard’s 

Chess is such a dangerous sport, he decided it would be useful to have codes for “defend,” 

“run,”  “cloak,” and “intruder” as well the chess terms, “capture,” “check,” and “castle.” The 

following table summarizes Ron’s conversion of information into symbols. 

 

Row 1 Row 2 Row 3 Row 4 Row 5 Row 6 Row 7 Row 8 Col a Col b 

01 02 03 04 05 06 07 08 09 10 

 

Col c Col d Col e Col f Col g Col h King Queen Rook Bishop 

11 12 13 14 15 16 17 18 19 20 

 

Knight Pawn Capture Check Castle 

King 

Castle 

Queen 

Duck Run Cloak Intruder 

21 22 23 24 25 26 27 28 29 00 

 

Exercise 4.1.1: Use the encryption formula C = (em) mod n with Ron’s numbers n = 30, e = 

21, to work out the following tasks: 

 

a)  Suppose Ron wants to send the message “Knight to square a3.” Help him use the 

formula to find C when m = 21 09 03.  Be sure to encode each two-digit number 

separately. 

 

Answer:  (21∙21) mod 30 = 21;        (21∙9) mod 30 = 9;        (21∙3) mod 30 = 3. 

 

b) Why do you think Ron might be surprised about this encryption? 

 

Answer:  The encoded message is identical to the original. 

 

                                                        
2 Wizards Chess was introduced in [7].  
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c) Help Ron encrypt the message “Rook to square e1;” that is, 19 13 01. 

 

Answer:  (21∙19) mod 30 = 9;        (21∙13) mod 30 = 3;        (21∙1) mod 30 = 21. 

 

d)  What do you notice about the two encrypted messages?  Why might this be 

confusing? 

 

Answer:  The two encoded messages consist of the same three numbers, just in a different 

order. “Rook to square e1” could be misread as “square a3 Knight.”   

 

e) If you haven’t already done so, create a chart, which gives all of the two-digit 

encryptions.  The first four have been done for you: 

 

m 00 01 02 03 04 05 06 07 08 09 
 

C=(21m) mod 30 
 

00 
 

21 
 

12 
 

03 
 

 

     

 

m 10 11 12 13 14 15 16 17 18 19 
 

C=(21m) mod 30 
    

 

      

 

m 20 21 22 23 24 25 26 27 28 29 
 

C=(21m) mod 30 
    

 

      

 

Answer:  

m 00 01 02 03 04 05 06 07 08 09 

C=(21m) mod 30 00 21 12 03 24 15 06 27 18 09 

 

m 10 11 12 13 14 15 16 17 18 19 

C=(21m) mod 30 00 21 12 03 24 15 06 27 18 09 

 

m 20 21 22 23 24 25 26 27 28 29 

C=(21m) mod 30 00 21 12 03 24 15 06 27 18 09 

 

f)  Looking at your table, explain to Ron why his code might not be ideal for 

communicating. 

 

Answer:  Answer will vary, but might include repetition of encoded symbols, the fact that there 

are thirty possible values for m but only ten different values for C, etc. 

 

g)  Notice that if the value C = 8 were received as an encrypted message, the message 

could not be decrypted.  What other two-digit numbers between 00 to 29, inclusive, 

cannot be decrypted if received as C? 
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Answer:  1, 2, 4, 5, 7, 10, 11, 13, 14, 16, 17, 19, 20, 22, 23, 25, 26, 28, 29.  Students may choose 

to describe these numbers as those that are not multiples of 3 instead of listing them. 

 

h) What mathematical property is shared by all of the encrypted numbers C in your 

table? 

 

Answer:  The encrypted numbers are multiples of 3. 

 

Ron’s code fails to meet a desirable criterion for an encryption scheme.  In an encryption 

scheme, one would like each received codeword (or encrypted message) to correspond to one 

and only one possible original message. The intended recipient should be able to clearly 

understand the message once decrypted. To see this, consider the steps involved when we take 

a message m and encrypt it to get C and then subsequently decrypt the received codeword C. 

Why do we return to m in the case of Harry’s KidRSA code, but not necessarily with Ron’s 

code? The next set of exercises will explore this question. 

 

Exercise 4.1.2:  In exercise 4.1.1e, you created a table where there should have been only ten 

distinct encrypted code words.  Were any of these the number 1?  Is it possible to multiply 21 

by a nonnegative integer d < 30 so that (d ∙21) mod 30 = 1? Explain. 

 

Answer:  No.  Reasons may vary but may mention that every codeword was a multiple of 3 or 

that when multiples of 30 are subtracted from d ∙21 the result is a multiple of 3. 

 

Exercise 4.1.3:  Determine the greatest common factors of the following pairs: 

 a) gcd(21, 30) =    

 b) gcd(24, 30) =    

 c) gcd(15, 30)= 

 

Answer:  a) 3;       b) 6;       c) 15 

 

Exercise 4.1.4:  If d is an integer, must there be an integer greater than 1 that divides both 21d 

and 30?  Which one(s)? 

 

Answer:  Yes, the number 3 will divide both 21d and 30. 

 

Exercise 4.1.5:  Suppose e and n are any two positive integers with gcd(e, n) > 1.  Is it possible 

to find a positive integer d such that (de) mod n =1?  Explain. 

 

Answer:  No, (de) mod n would be a multiple of gcd (e, n) and greater than 1.  

 

Exercise 4.1.6:  If Ron still wants to use n = 30, what might be some better choices for e? 

 

Answer:  Students might suggest 7, 11, 13, 17, 19, 23, or 29, i.e., numbers that are relatively 

prime to 30. 
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Exercise 4.1.7:  We know gcd (30, 1) = 1. Would e = 1 be a good choice in a public key coding 

algorithm of the form C = (em) mod n? Explain. 

 

Answer:  No, e = 1 would not encrypt the message. There would be no secrecy. 

 

 

 

 

 

4.2 The Division Algorithm 

 

Ron now realizes that gcd (e, n) = 1 is necessary to construct a public key code of the form C = 

(em) mod n. While the KidRSA algorithm automatically generates numbers e, d, and n such 

that gcd (e, n) = 1 and (de) mod n = 1, Ron asks Hermione how he could create a code where 

he can choose the value of n without having to try different values of a, b, A, and B. He wants 

to find a value of e which is relatively prime to n and then a value d such that (ed) mod n = 1.   

 

To help him understand how to find the value of d, Hermione introduces him to a property of 

the integers known as the Division Algorithm. 

 

Hermione: Ron, remember how when you divide an integer a by an integer b you get a quotient 

q and remainder r? The Division Algorithm states that this is always possible and gives an 

equation showing this relationship. 

 

The Division Algorithm:  Given any two integers a and b with b > 0, there exists a unique pair 

of integers q and r with 0  r < b such that a = bq + r. 

 

Hermione:  Ron, can you find q and r in the following equations? 

a) 58 = 9q + r  

b) 86 = 9q + r 

c) 105 = 26q + r 

 

Ron:  a) q = 6,  r = 4;  b) q = 9, r = 5; c) q = 4, r = 1. 

 

Hermione: Now compute the following.   

a)  58 mod 9 = 

b)  86 mod 9 = 

c)  105 mod 26 = 

 

Ron: a) 4;        b) 5;        c) 1 

 

Hermione: How are the questions in the previous two exercises related? What do the letters q 

and r represent? 

 

Ron: Answers will vary. Students should recognize that the answers in the second question 

correspond to the values of r in the first. The variable q represents the quotient and the variable 
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r represents the remainder in the division problem a  b, but students may describe these in 

their own words.  

 

Still trying to construct a public key code with n = 30, Ron attempts to use e = 7 since he knows 

that gcd (30, 7) = 1. Help him find the corresponding private key value d in the following 

exercise. 

 

Exercise 4.2.1: Find a positive integer d < 30 for which (d∙7) mod 30 = 1.    

Hint:  Look at numbers that equal 30k + 1 to find one that is divisible by 7. Another method 

will be presented later in this module. 

 

Answer:  d = 13 since 13∙7 = 91 = 3(30) + 1. 

  

Exercise 4.2.2:  Determine the encrypted values for m = 3, m = 7, m = 12, m = 14, and m = 18 

using C = (7m) mod 30. Then demonstrate that the number d you found in exercise 4.2.1 enables 

you to decrypt these messages using the formula m = (dC) mod 30. 

 

Answer:   7(3) mod 30 = 21;  13(21) mod 30 = 3; 

  7(7) mod 30 = 19;  13(19) mod 30 = 7; 

  7(12) mod 30 = 24;  13(24) mod 30 =12; 

  7(14) mod 30 = 8;  13(8) mod 30 = 14; 

  7(18) mod 30 = 6; 13(6) mod 30 = 18. 

 

Unfortunately, even though gcd(7, 30) = 1, there are some messages that do not encode well 

when n = 30 and e = 7 as the next exercise shows. 

 

Exercise 4.2.3: Use the encoding rule C = (7m) mod 30 for parts a)-c): 

a) Determine the encrypted values for m = 5, m = 10, m = 15, m = 20, and m = 25. 

What do you notice? 

b) Why can we rewrite the equation m = (7m) mod 30 as 7m – m = 30q for some 

integer q? 

c) Simplify 7m – m = 30q.  Explain why the phenomenon observed in part a) 

occurred. 

   

Answer:  a) (7∙5) mod 30 = 5; (7∙10) mod 30 = 10;  (7∙15) mod 30 = 15; (7∙20) mod 30 = 20; 

(7∙25) mod 30 = 25 Multiplying by 7 modulo 30 does not encrypt numbers that are multiples of 

5, but leaves them unchanged.   

b) Using the division algorithm with a = 7m, b = 30, and r = m, we get 7m = 30q + m so 

7m – m = 30q. Students may also refer to the definition of a mod n = b given in section 2.1. 

c) Since 6 = 7 – 1 is a factor of 30, we see that there are messages m such that m = 7m 

mod 30.  Moreover, since 30  6 = 5 (or 30  gcd (6, 30) = 5), we see that any message that is 

a multiple of 5 results in 7m mod 30 = m. 
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4.3 The Euclidean Algorithm [6] 

 
The discussion in the previous section shows that with small numbers such as 30, the private 

value d can easily be created from the public key (e, n). Unfortunately, this means that an 

interceptor can easily crack the code by testing possibilities just as we have done, especially 

with computers.  One way to improve security is to choose larger values for our modulus n.  A 

larger n would also enable us to use the ASCII3 code to encode more symbols or enable us to 

encode blocks of letters (hiding the frequency of individual letters). How do we check that two 

values e and n are relatively prime and then find the corresponding private key d when n is a 

large number?  

 

Hermione shows Ron how to apply the Division Algorithm repeatedly in a process known as 

the Euclidean Algorithm, first to determine the greatest common divisor gcd (n, e) and later to 

find the inverse d of a number e  modulo n in the special case where gcd (n, e) = 1. 

  

Hermione: To find gcd (1819, 1037), we first use the Division Algorithm to write 1819 as  

 
 1819 = 1037∙1 + 782.  

 

Next the Division Algorithm can be used again with a = 1037 and b = 782 to get 

 
 1037 = 782∙1 + 255.  

 

Continuing this process, we will let our b-value become our new a and let our remainder r replace b to 

get  

 
 782 = 255∙3 + 17  

and 
 255 = 17∙15 + 0.  

 

The final divisor b = 17 is the greatest common divisor of 1819 and 1037.   

 

Here are the steps to find gcd (n, e) where e < n using the Euclidean Algorithm. You might find 

it helpful to review how we used these steps in the last example. 

 

Step 0: Set 0a n  and 0b e  and use the Division Algorithm to find integers 0q  and 0r  

with 0 00 r b   and 0 0 0 0a b q r   . When computing gcd (1819, 1037) above, this 

corresponds to 1819 = 1037∙1 + 782. 

 

                                                        
3 ASCII (American Standard Code for Information Interchange) encodes 128 characters (including letters, 
punctuation, and nonprintable characters) into 7-bit binary numbers for use in teletype machines, 
computers, and the internet.  Originally published in 1963, there are now modern extensions and 
variations of the original code.  
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Step 1: Now let 1 0a b  and 1 0b r  and use the Division Algorithm to find integers 1q   

and 1r  with 1 10 r b   and 1 1 1 1a b q r   .   

 

Step k+1:  Given the equation k k k ka b q r    and 0kr  , let 1k ka b   and 1k kb r   and 

use the Division Algorithm to find integers 1kq   and 1kr   with 1 10 k kr b    and 

1 1 1 1k k k ka b q r      . 

This substitution is illustrated below: 

 

k k k ka b q r    

 

1 1 1 1k k k ka b q r       

 

Final Step: If 0kr  , then 
  
gcd (e, n) = b

k
.   

 

It is a good idea to write each equation neatly on a separate line; we will be using these 

equations to perform a second process later.   

 

Hermione: Ron, let’s use the Euclidean Algorithm to check that gcd (7, 30)=1.  Write the step 

0 equation and check that 0 00 r b  . 

 

Ron: 30 =7(4) + 2. Yes, 0  2 < 7. 

 

Hermione: What are the new values of 1n  and 1b ? Find integers 1q  and 1r and write the step 1 

equation. 

 

Ron: 𝑛1 = 7, 𝑒1 = 2,  𝑞1 = 3,  𝑟1 = 1 so the step 1 equation is 7 = 2(3) + 1.  

 

Hermione: Note that the step 2 equation would be 2 = 1(2) + 0 so that 2 0r  . This tells us that 

gcd (7, 30) = 2 1.b     

 

Exercise 4.3.1:  Use the Euclidean Algorithm to find the following greatest common divisors: 

a) gcd (567, 119)     

b) gcd (4608, 1183)       

c) gcd (1287, 7084) 

 

Answer:   

a)  567 = 119∙4 + 91 

     119 = 91∙1 + 28 

       91 = 28∙3 + 7 

       28 = 7∙4 + 0    so gcd (567,119) = 7 

b)  4608 = 1183∙3 + 1059 

      1183 = 1059∙1 + 124 
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      1059 = 124∙8 + 67  

        124 = 67∙1 + 57 

 67 = 57∙1 + 10 

 57 = 10∙5 + 7 

 10 = 7∙1 + 3 

 7 = 3∙2 + 1 

 3 = 1∙3 + 0   so gcd (4608, 1183) = 1 

c)  7084 = 1287∙5 + 649 

     1287 = 649∙1 + 638 

       649 = 638∙1 + 11 

       638 = 11∙58 + 0   so gcd (1287, 7084) = gcd (7084, 1287) = 11 

 

Exercise 4.3.2: Check that 17 is a divisor of 1819 and 1037 by performing the calculations

1819 17  and 1037 17 . Could 1819 and 1037 have any other common divisors greater than 

17? 

 

Answer:  1819  17 = 107 and 1037  17 = 61.  Students may note that 107 and 61 have no 

common factors so the greatest common factor of 1819 and 1037 is 17. 

 

Teacher’s Note: Exercises 4.3.3 and 4.3.4 require a higher level of comfort with proof writing 

and the use of subscripts. They may be omitted without losing the continuity of this module. 

 

The following problems prove that the Euclidean Algorithm produces the greatest common 

divisor of the two numbers. 

 

Exercise 4.3.3*:  (Proof that e and n are divisible by 𝑏𝑗) Suppose that after performing the 

Euclidean algorithm on two positive integers n and e, j is the smallest positive integer such that  

0jr  .   

a) Explain why jb  is a factor of both 1jb   and 1ja  . 

b) Explain why if k is an integer with 0 < k  j - 1 and jb  is a factor of both kb and ka , then  jb  

is a factor of both 1kb  and 1ka  . 

c) Explain how parts a) and b) show that both e and n are divisible by 1jr  .  

Answer: a) Since 𝑏𝑗−1 = 𝑎𝑗 = 𝑏𝑗 ⋅ 𝑞𝑗, we see that 𝑏𝑗  is a factor of 𝑏𝑗−1.  Substituting this and 

𝑟𝑗−1 = 𝑏𝑗  into the second-to-last equation gives us  𝑎𝑗−1 = 𝑏𝑗−1 ⋅ 𝑞𝑗−1 + 𝑟𝑗−1 = (𝑏𝑗 ⋅ 𝑞𝑗) ⋅

𝑞𝑗−1 + 𝑏𝑗, a multiple of 𝑏𝑗.  

b)  Suppose  𝑏𝑘 = 𝑠𝑏𝑗 and 𝑎𝑘 = 𝑡𝑏𝑗 for some 0 < k  j – 1 and integers s and t. Then 𝑏𝑘−1 =

𝑎𝑘 =  𝑡 ⋅ 𝑏𝑗  and 𝑟𝑘−1 = 𝑏𝑘 =  𝑠 ⋅ 𝑏𝑗  so 𝑎𝑘−1 = 𝑞𝑘−1 ⋅ 𝑏𝑘−1 + 𝑟𝑘−1 = 𝑞𝑘−1 ⋅  𝑡 ⋅ 𝑏𝑗 + 𝑠 ⋅ 𝑏𝑗 , a 

multiple of 𝑏𝑗.   

c) Repeated applications of the argument in part b show that 𝑏0 = 𝑎1,  𝑟0 = 𝑏1,  and 𝑎0 = 

𝑏0 ⋅ 𝑞0 + 𝑟0 are also multiples of 𝑏𝑗. 

 

Exercise 4.3.4*:  (Proof that any factor of both e  and n  must be divisible by jb ).  Again 

suppose that after performing the Euclidean algorithm on two positive integers n  and  e,  j  is 
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the smallest positive integer such that  0jr  .  Assume that p is a positive integer factor of both 

e  and n . 

a) Explain why 0r  must also be a multiple of p. 

b) Explain why if k is an integer with 0 1k j    and p  is a factor of both  kd  and ka , then  

p  is a factor of both  1kd   and 1ka  . 

c) Argue that parts a) and b) show that p is a factor of 
jb  and conclude that gcd( , ) je n b . 

Answer:  

a) Since 𝑟0 = 𝑎0 − 𝑏0 ⋅ 𝑞0 = 𝑛 − 𝑒 ⋅ 𝑞0, any factor of n and e must also be a factor of 𝑟0.   
b) Suppose 𝑏𝑘 = 𝑠𝑝 and 𝑎𝑘 = 𝑡𝑝 for some integers s and t.  Then 𝑏𝑘+1 = 𝑟𝑘 = 𝑡𝑝 − 𝑠𝑝 ⋅ 𝑞𝑘 =
(𝑡 − 𝑠 ⋅ 𝑞𝑘)𝑝 and 𝑎𝑘+1 = 𝑏𝑘 = 𝑠𝑝.   

c) Continuing the process, we see that 𝑟𝑗−1 = 𝑎𝑗−1 − 𝑏𝑗−1 ⋅ 𝑞𝑗−1 is a multiple of p. Since every 

common factor of e and n divides bj, we see bj = gcd (e, n). 

 

 

 

 

 

4.4 Computing the Private Key 
 

The Euclidean Algorithm not only gives us a method of computing gcd (e, n), but also gives us 

a means of identifying the inverse of e modulo n when gcd (e, n) = 1.    

  

Consider the example of 89n   and 17e  . In the Euclidean Algorithm, we get 

 89 = 5(17) + 4 

 17 = 4(4) + 1 

showing that gcd (89, 17) = 1. Hence, there should be a number d such that (d∙17) mod 89 = 1. 

This happens only if (d∙17) – (t∙89) = 1 for some integer t. Working upward from the bottom 

equation 17 4(4) 1   of the Euclidean Algorithm, we see  

 17 - 4(4) =1. 

We can then use the preceding equation 89 = 5(17) + 4 to substitute 89 – 5(17) in for the number 

4, resulting in  

 17 - 4 (89 -5(17) ) =1 

or equivalently, 

21∙17 – 4∙89 = 1 

 

and hence, 21 17mod89 1.   Thus if the public key (e, n) = (17, 89), then the corresponding 

private value d = 21 could be found using this algorithm. While the number of steps needed 

will vary depending on the values of n and e, the algorithm gives us a systematic and relatively 

quick way of determining the private key.  KidRSA may be sufficiently secure for passing 

messages among friends, but it is not one that would be useful for banking and national defense.  
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Note: It is possible that the process described above may result in a negative value of d.  When 

this happens, we will add n to d to arrive at a number between 0 and n and use this new value 

as our private key. 

 

Exercise 4.4.1:  Use the extended Euclidean Algorithm to find the private key: 
a) when  n = 133  and  e = 59 

b) when  n = 4608, e = 1183 (see problem 1b in previous section) 

 

Answer: a) 133 = 2(59) + 15, 59 = 3(15) + 14, 15 = 1(14) + 1, 14 = 14(1) + 0.  Reversing this 

process, we get 1 = 15 – 1(14) = 15 – 1(59 – 3(15)) = 4(15) – 59 = 4(133 – 2(59)) – 59 so 

1 = 4(133) – 9(59).  Thus – 9(59) = – 4(133) + 1 so that – 9(59) mod 133 = 1.  Since – 9 < 0, 

we will replace it with 133 – 9 = 124 and see that 124(59) mod 133 =1 since (133 – 9)(59) = 

(59 – 4)(133) + 1.  

 

b)  Using the equations from the solution in 4.3.1b: 

1 = – 3 ∙ 2 + 7 = – 2 (10 – 7) + 7 = – 2 ∙ 10 + 3 ∙ 7 

   = – 2 ∙ 10 + 3(57 – 5 ∙ 10) = – 17 ∙ 10 + 3 ∙ 57 

   = – 17 (67 – 57) + 3 ∙ 57 = 20 ∙ 57 – 17 ∙ 67 

   = 20 (124 – 67) – 17 ∙ 67 = 20 ∙124 – 37 ∙ 67 

   = 20 ∙ 124 – 37 (1059 – 3 ∙ 124) = 316 ∙ 124 – 37 ∙1059 

   = 316 (1183 – 1059) – 37 (1059) = 316 ∙ 1183 – 353 ∙ 1059 

   = 316 ∙1183 – 353 (4608 – 3 ∙ 1183) = 1375 ∙ 1183 – 353 ∙ 4608 so d = 1375. 

 

So far we have discussed how to create and use the KidRSA code and why it enables recipients 

an easy and clear way of decrypting messages. We have also explored why some numbers work 

well as private keys while others do not. The KidRSA code may make it difficult for the  Filch4 

to decipher a message passed between Harry, Ron, and Hermione or for your little brother to 

read a message passed between you and your friends, but how secure is it? Would you trust it 

to send your credit card information to Amazon?  The goal of encryption is to develop a code 

that would allow for secure communications; that is, one that would be impossible for an 

attacker to translate or determine the private key. Unfortunately, the fact that the Euclidean 

Algorithm could be used by Hermione, Harry, and Ron to create the private key means that if 

an interceptor were to acquire the public key pair, (e, n), they could also use the same technique 

to acquire the private key. 

 

Exercise 4.4.2:  One Hogwarts student attended a meeting with Harry, Ron, and Hermione and 

then handed over the public key pair (e, n) = (766, 2409) to the Ministry of Magic5.  What is 

the private key? 

  

Answer: First using the Euclidean Algorithm, we get  

 2409 = 766 ∙3 + 111 

                                                        
4 Argus Filch is the caretaker at Hogwarts School. He appears in every Harry Potter book [7]-[13] and 
takes pleasure in catching students misbehaving.  
55 The Ministry of Magic is the government of the Magical community of Britain in J.K. Rowling’s Harry 
Potter series [7]-[13].  At times, the Ministry was corrupt and became suspicious of the activities of Harry, 
Ron, and Hermione. 
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   766 = 111 ∙ 6 + 100 

   111 = 100 ∙ 1 + 11 

   100 = 11 ∙ 9 + 1 

      11 = 1 ∙ 11 + 0 so gcd (766, 2409) = 1 

Now 1 = 100 – 11 ∙ 9 = 100 – 9(111 – 100) = 10 (100) – 9 (111) 

 = 10 (766 – 6 ∙ 111) – 9 ∙ 111 = 10 ∙ 766 – 69 (111) 

 = 10 ∙ 766 – 69 (2409 – 3 ∙ 766) = 217 ∙ 766 –  69 ∙ 2409 so d = 217. 

 

Optional Computer Explorations:   

1.  Write a program or set up an Excel spreadsheet to compute the values of d, e, and n given 

the four values a, b, A, and B. 

2.  Write a program or set up an Excel spreadsheet to compute the private value d given the 

public key (e, n). 

 

Unfortunately even with large values for n, if an interceptor obtains the public key (e, n) for a 

KidRSA code, the Euclidean Algorithm can be used to determine the private key. The goal of 

encryption is to develop a code that would allow for secure communications; that is, one that 

would be impossible for an attacker to interpret messages or to determine the private key. In 

today’s society, we require this security in all of our online financial transactions, transmission 

of identity information, and as well as in national defense. One can imagine that a very secure 

code could have aided the young wizards at Hogwarts as well. KidRSA may be sufficiently 

secure for passing messages among friends, but it is not one that would be useful for banking 

and national defense. 
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5.0 RSA 

5.1 Public Key Cryptography 
 

Ron: Blimey! There should be some secret code that the Ministry of Magic can't hack. 

 

Hermione: I’ve been doing more reading and I think there is one that should work.  It’s called 

the RSA code and the muggles6 use it for their most important secret communication. First we 

need to understand how to do something called Modular Root Extraction. 

 

Ron (holding his jaw): Modular Root Extraction! That sounds painful! 

 

Hermione: Oh, Ron, it has nothing to do with your teeth and is an extension of the math we 

have been doing! We just need to do modular arithmetic with exponents. 

 

Hermione: Compute m = 1005 mod 391. 

 

Ron: Notice 1005 =10000000000 = 391(25575447) + 223 so 1005 mod 391 = 223. 

 

Ron: Okay, that wasn’t so bad.  Why do they have to call it root extraction?   

 

Hermione: So under modulo 391, raising 100 to the fifth power produces the number 223. 

We’ll learn how raising to another power will allow us to take fifth roots modulo 391 and how 

this process is used to securely encrypt and decrypt (or extract) messages.   

 

 

 

5.2 RSA Public Key Cryptography System 
 

As said before, ever since people learned to write, there has been a need for cryptography. 

Cryptography is the encryption of text in such a manner that outsiders cannot understand, but 

the desired reader is able to decrypt the encryption and understand the message.  There has 

always been a need for secrecy, because the communicators wanted to hide the information 

from the general public. Ronald Rivest, Adi Shamir, and Leonard Adleman invented RSA 

cryptosystem in 1977 at the MIT campus. They were a perfect team. Rivest was a computer 

scientist with an exemplary ability to apply new ideas. Shamir, another computer scientist, had 

lightning intellect and an ability to focus on the core of the problem. Adleman was a 

mathematician with extraordinary stamina, rigor and patience.  

 

Rivest and Shamir proposed several potential cryptosystems and each time Adleman would find 

something incorrect in their proposal. It was very discouraging but each time they got more 

excited and steered in the right direction. In April 1977, they returned to their homes at around 

midnight after spending Passover in one of their students’ home.  Rivest lay on the couch with 

a math textbook and started thinking about their problem. He spent the rest of the night 

                                                        
6 Muggles is a term introduced by J.K. Rowling in [7] to describe people who lack magical ability. 
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formalizing his idea and had much of the proposal ready by daybreak for his teammates to mull 

over. His proposal had no flaws and is a great algorithm needed for cryptography.  This 

algorithm is now known as RSA – the initials of their surnames in the same order as their paper. 

Their invention changed our world. 

 

The following interesting facts from a branch of mathematics, called Number Theory, form the 

basis of RSA public-key cryptosystem [3]. 

 

Fact 1. ‘Large’ prime numbers can be created relatively easy by the computers. ‘Large’ in the 

cryptographic context typically means 155 decimal digits or more. 

 

Fact 2. Finding product: Given two large primes p and q, they can be multiplied to obtain the 

large product, n = pq, by the use of computers. 

 

Fact 3. Factoring is not always easy:  Let an integer n be given, such that n = pq, where p and 

q are prime numbers It appears that it is not easy to obtain the prime factors p and q, when n is 

known. It has been estimated that the prime factors of a number n with 310 digit number would 

take a year for a computer costing US $10 million to obtain its prime factors.  

 

Fact 4. Modular arithmetic is easy: Given n, m, and e, compute c = me mod n, where n denotes 

the product of two large, randomly generated primes p and q, the numbers m and c are integers 

between 0 and n – 1, and e is an odd integer between 3 and n – 1 that is relatively prime to p – 

1 and q – 1.  

 

Fact 5. Modular root extraction is easy when the prime factors are given: Knowing n, e, c, and 

the prime factors p and q, it’s easy to recover the value m such that c = me mod n. 

 

Fact 6. Modular root extraction is very hard when the prime factors are NOT given: Knowing 

only n, e, and c, but not the prime factors, it is hard to obtain the value m. 

 

In the RSA cryptosystem, some notations are used as follows: 

 n is called the modulus, 

 e is called the public exponent, 

 d is called the private exponent. 

The public key consists of the public exponent e and modulus n, whereas the private key 

consists of private exponent d and modulus n.   

 

An RSA “public-key/private-key” pair can be generated by the following steps:  

1. Use a pair of large, random primes p and q.  

2. Compute the modulus n as n = pq.  

3. Select an odd public exponent e between 3 and n – 1 that is relatively prime to p – 1 and 

q – 1.  

4. Compute L = lcm (p – 1, q – 1).  

5. Compute the private exponent d such that (de) mod L = 1.  

6. Output (e, n) is the public key and (d, n) is the private key.  

The above algorithm is called a Key Pair Generator. 
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Example 5.2.1: 

Here is an example of how a Key Pair is generated:  

Let the primes be p = 5 and q = 11.  

Then the modulus n = pq = 55 and L = lcm (5 – 1, 11 – 1) = 20 

Let the public exponent be e = 3 that is odd between 3 and 54 and is relatively prime to 

4 and 10.   

Then the private exponent is d mod 20 = 3-1 = 7 since 3∙7 mod 20 = 21 mod 20 = 1  

Hence, the public key pair is n = 55, e = 3 and private key pair is n = 55, d = 7. 

 

Let M be the text message. First M needs to be turned into an integer m under certain scheme 

such that 0 ≤ m < n. Let m = 3 be the message text, then c = m3mod n = 8 is the cyber (encrypted) 

text by encryption and m = c7 mod n = 3 is obtained by decryption.   

 

Note: A combination of standard exponential rules and intermediate reductions modulo n can 

be used to perform calculations.  For example, to compute m3 mod n, one first computes m2 

mod n with one modular squaring then produces m3 mod n with a modular multiplication by m.  

Similarly for decryption, one first computes c2 mod n, then c3 mod n, then c6 mod n and c7 mod 

n by alternating modular squaring and modular multiplication so that 127 mod 55 can be 

computed by first finding 122 mod 55 = 144 mod 55 = 34, then multiplying by 12 to get 123 

mod 55 = (12·34) mod 55 = 408 mod 55 = 23, squaring to get 126  mod 55  

= (123 )2 mod 55 = 232 mod 55 = 529 mod 55 = 34, and finally multiplying again by 12 to get  

126+1  mod 55 = (12·34) mod 55 = 408 mod 55 = 23. 

 

Exercise 5.2.2: Fill out the following table for m = 4, 5, 6, 7, 8, and 9 with n = 55.  

 

Message Encryption c Decryption m 

m m2 mod n c =m3mod n c2 mod n c3 mod n c6 mod n m = c7 mod n 

4            

5             

6             

7             

8             

9             

 

Answer: 

Message Encryption, c Decryption, m 

m m2 mod n c =m3 mod n c2 mod n c3 mod n c6 mod n m = c7 mod n 

4 16 9 26 14 31 4 

5 25 15 5 20 15 5 

6 36 51 16 46 26 6 

7 49 13 4 52 9 7 

8 9 17 14 18 49 8 

9 26 14 31 49 36 9 
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Exercise 5.2.3: Let p = 61 and q = 53.  Find the following: 

a) Product n = pq. 

b) L= lcm (p – 1, q – 1). 

c) First four integers choices for e such that e is odd, between 3 and n–1 and relatively 

prime to p–1 and q–1. 

d) d such that (de) mod L = 1, for each choice of e in part (c). 

e) Public key pair (e, n) for each e. 

f) Private key pair (d, n) for each d. 

 

Answer:  

a) n = pq = 61x53 = 3233 

b) L =lcm (p – 1, q – 1) = lcm (60, 52) = 780 

c) First four integer choices are e = 7, 11,17 and 19 

d) For e = 7, d is 223; for e = 11, d is 71; for e = 17, d is 413; for e = 19, d is 739.  

e) Public key pairs are (7, 3233); (11, 3233); (17, 3233); and (19, 3233) 

f) Private key pairs are (223, 3233); (71, 3233); (413, 3233); and (739, 3233)  

  

 

 

 

 
5.3 Euler Function ϕ(n)   
 

An important number-theoretic function is called the Euler phi function [4]. This function helps 

to obtain an RSA public-key/private-key pair in a convenient way. 

 

Let ϕ(1)=1, and for any integer   n >1, let ϕ(n) denote the number of positive integers less than 

 n  and relatively prime to n . Table below shows some of values of ϕ(n).  

  

n 1 2 3 4 5 6 7 8 9 10 11 12 

ϕ(n) 1 1 2 2 4 2 6 4 6 4 10 4 

Table 1: Values of ϕ(n) 

 

Exercise 5.3.1: Fill out the following table for n = 13 through 24. 

 

n 13 14 15 16 17 18 19 20 21 22 23 24 

ϕ(n)             

  

 

Answer: 

n 13 14 15 16 17 18 19 20 21 22 23 24 

ϕ(n) 12 6 8 8 16 6 18 8 12 10 22 8 
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Using Euler phi function one can generate an RSA public-key/private-key pair by the following 

steps:  

1. Generate a pair of large, random primes p and q.  

2. Compute the modulus n as n = pq.  

3. Compute ϕ(n) = ϕ(p) ϕ(q) = (p – 1)(q – 1) = n – (p + q – 1). 

4. Choose an integer e such that 1 < e < ϕ(n) and gcd (e, ϕ(n)) = 1. 

5. Compute the private exponent d such that de mod ϕ(n) = 1. 

6. Output (e, n) is the public key and (d, n) is the private key.  

  

Exercise 5.3.2: Let p = 61 and q = 53.  Find the following: 

a) Product n = pq;  

b) ϕ(n); 

c) e such that 1 < e < ϕ(n) and gcd (e, ϕ(n)) = 1; 

d) d such that (de) mod ϕ(n) = 1; [ Hint: Use Euclidean Algorithm.] 

e) Public key pair (e, n) for each e; 

f) Private key pair (d, n) for each d. 

 

Answer: Answer will vary. One possible answer:  

a) n = pq = 6153 = 3233. 

b) ϕ(n) = (61–1)(53–1) = 3120. 
c) Answers may vary. One choice is e = 17.  

d) Answer will depend on the choice of e. For e = 17, d = 2753 such that de mod ϕ(n) 

= 1.  Use the hint given. The instructor can check solutions by checking that the 

produce de is one more than a multiple of 3120. 

e) Public key pairs are (17, 3233) 

f) Private key pairs are (2753, 3233) 
 
 
 
 
 

 

 

 

5.4 Security on the Internet 

In this modern age and time, we are constantly using Internet for everything we do, whether 

finding a recipe for cooking or buying a pair of shoes. For example, if we are buying a textbook 

from Amazon with our credit card we have to insert its number and then fill in our personal 

information like name and address, etc., where the book needs to be sent. So it is important to 

keep the credit card and personal information safe and secret when making Internet transactions, 

otherwise, somebody may use the credit card and make big buys using our personal information.  

 

In this section we would like to present an example with encoding and decoding, in particular, 

on how a credit card number can be kept safe even during Internet transactions.   
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Example 5.4.1: 

Encoding:  

Let the primes be p = 47 and q = 71. Then n = pq = 3337. 

Choose e at random to be 79, the encryption exponent having no common factors with 

 

ϕ(n) = (p–1)(q–1) = (46)(70) = 3220. 

 

In this case then d = 79-1 mod 3220 = 1019. [Note: Euclidean Algorithm is used.]  

 

The next step in the process is to publish the public exponent e and modulus n, while keeping 

private exponent d secret and discarding p and q.   

 

Now, to encrypt the message, let’s call the message m, where m is the following credit card 

number:  m = 6882326879666683. 
 

Break the message m into small blocks as follows:    

m1   = 688  m4  = 966 

m2   = 232 m5  = 668 

m3   = 687 m6  = 3 

The blocks of m are encrypted as: 

1 1

79

2 2

79

3 3

79

mod( 1) ( 1)

688 mod 3220

1570

mod( 1) ( 1)

232 mod 3220

2756

 

mod( 1) ( 1)

687 mod 3220

2714 

e

e

e

c m p q

c m p q

c m p q

   





   





   





   

4 4

79

5 5

79

6 6

79

mod( 1) ( 1)

966 mod 3220

2276 

mod( 1) ( 1)

668 mod 3220

2423

mod( 1) ( 1)

3 mod 3220

 158

e

e

e

c m p q

c m p q

c m p q

   





   





   





 

Putting the blocks of the encrypted message together, it looks like:  

c = 1570 2756 2714 2276 2423 158. 

 

Decoding:  

In order to decipher the message, c = 1570 2756 2714 2276 2423 158, requires performing the 

same exponentiation using the decryption key, i.e., private exponent d = 1019. 
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1 1

1019

2 2

1019

3 3

1019

mod( 1) ( 1)

1570 mod 3220

688

mod( 1) ( 1)

2756 mod 3220

232

mod( 1) ( 1)

2714 mod 3220

687

d

d

d

m c p q

m c p q

m c p q

   





   





   





   

4 4

1019

5 5

1019

6 6

1019

mod( 1) ( 1)

2276 mod 3220

966

mod( 1) ( 1)

2423 mod 3220

668

mod( 1) ( 1)

158 mod 3220

3

d

d

d

m c p q

m c p q

m c p q

   





   





   





  

Now, back to the original message, or in this case, credit card number m = 6882326879666683. 

 

Note: The encryption and decryption of the credit card number works independently of the 

number and size of the blocks. 

 

Exercise 5.4.2: Use the primes p = 47 and q = 71, e = 79 and d = 1019 and any credit card 

number m (for security, invent your own 16-digit number) and do the required calculations as 

shown in the example. 

Answer: Answers will vary depending on the credit card number m.  

Hermione: Now you see how credit card security works when you purchase something online! 

Ron:  This is really good stuff! 
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6.0 THE PERFECT CODE CRYPTOGRAPHY SYSTEM [2] 

6.1 Perfect Code Cryptography 
 

RSA cryptography system is very secure and a great way for Harry, Ron, and Hermione to send 

messages that they want to keep secret from Ministry of Magic. But this system is also very 

complicated to use. So they decide to look for another cryptography system that is simpler than 

RSA, even if it is not as secure. This will allow them to send messages that they want to keep 

secret from their other friends. After searching the library, Harry remembers something. 

 

Harry: I found these peculiar sketches in the papers Professor Dumbledore gave me. Do you 

think he could have been trying to send a message? Can we use those to send messages? 

 

Hermione: Those look like graphs. I just read something about a way that they could be used 

to conceal messages. 

 

A graph G is a collection of points, called vertices, which are connected by lines, called edges.  

Each edge connects exactly two vertices. We denote V(G) the set of vertices, and E(G) the set 

of edges of the graph G. A subgraph H of G is a graph such that all of H’s vertices belong to 

V(G), and all of H’s edges belong to E(G) and connect two vertices in H.  

 

Two vertices are said to be adjacent if they lie on a common edge.  For every vertex v in V(G), 

we define the star of v, denoted S(v), as the subgraph of G, consisting of v and all vertices in 

V(G) that are adjacent to v in G and all edges in V(G) that have v as an endpoint.  

 

A perfect code C is a subset of V(G) such that: 

 No pair of vertices in C are adjacent.  

 In V(G), every vertex not in C, is adjacent to exactly one vertex in C. 

 

Exercise 6.1.1: Let’s consider a graph whose vertices and edges are those of a cube, as seen in 

the picture below. We will refer to this graph as the edge-graph cube. The set of vertices labeled 

1 and 8 form a perfect code since vertices 2, 4, and 6 are adjacent to vertex 1, and vertices 3, 5, 

and 7 are adjacent to vertex 8. Is there another perfect code in the edge-graph cube? 

 

 

Answer:  

Other perfect codes in the edge-graph cube: 

 The set of vertices labeled 2 and 5. 

 The set of vertices labeled 3 and 6. 

 The set of vertices labeled 4 and 7. 

 

 

 

Exercise 6.1.2: In the graph below, the set of vertices labeled 1, 2, and 3 is a perfect code. 

 

1 2 

3 
4 

8 

7 
6 

5 
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       What happens when you remove the stars of the vertices labeled 1, 2, and 3? 

 

Answer:  

There is no vertex left. 

 

Exercise 6.1.3: Give an example of a graph that does not have a perfect code. 

 

Answer: Answers will vary. Here is one example. 

 
The vertex labeled 1 is not connected to the vertex labeled 2, and the vertices labeled A, B, and 

C are all connected to both 1 and 2, so we cannot find a set of vertices that satisfies the 

conditions of a perfect code.  

 

Exercise 6.1.4: Hermione gives the following graph to Harry and asks him to find a perfect 

code. She also gives him a hint: there is a perfect code with 3 vertices. 

 

1 

2 

3 

1 

2 

A 

B 

C 
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Answer:  

The graph above has 14 vertices that we label with positive integers 1 to 14 as seen in the graph 

below. The set of vertices labeled 1, 2, and 3 is a perfect code.  Indeed, these vertices are not 

connected to each other; and each vertex in the given graph is connected to only one vertex in 

the perfect code. More precisely, the vertices labeled 5, 10, 11, and 14 are connected to the 

vertex labeled 1. The vertices labeled 4, 7, 9, and 12 are connected to the vertex labeled 2, and 

the vertices labeled 6, 8, and 13 are connected to the vertex labeled 3. 

 

Even though perfect codes are not 100% secure, finding a perfect code that is hidden in a graph 

is still a very difficult problem. However, constructing a graph with a known perfect code is 

fairly easy. Here is how we can do that: 

 

Step 1: Start with a set of points V. Choose a subset C of V. Let D be the subset of V 

with all the points that are not in C. 

Step 2: Connect by an edge a point in D with exactly one point in C. Make sure that 

each point in D is reached by such an edge. 

Step 3: Add some edges between vertices in D. Draw enough edges so that it would be 

difficult to find the perfect code C. 

 

Exercise 6.1.5: Use the steps above to construct a perfect code in a graph with 8 vertices. 

 

Answer: Answers will vary. Here is one example. 

 

Step 1:  

 

 

 

 

In the picture above, the set of vertices C is the set of red points, the set of vertices D is the set 

of blue points, and the set of vertices V is the set of all points. 

 
 

1 

2 

3 

6 

5 

7 

8 

9 
10 

11 

12 

13 

4 
14 
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Step 2: Connect every vertex in D to one and only one vertex in C. 

 

 

 

 

 

 

 

 

 

Step 3:  Add edges between the vertices in D. 

 

 

 

 

 

 

 

 

Exercise 6.1.6: Give an example of a graph with two different perfect codes. 

 

Answer:  

 

 

 

 

 

 

 

The set of red vertices is a perfect code, and the set of green vertices is also a perfect code in 

the same graph. 

 

Hermione: Harry, how about if I create a perfect code that you can use to let me know what 

kind of potion you need? 

 

a) Hermione creates a perfect code C in a graph G. The perfect code C is her secret key, 

and the graph G is the public key that she gives to Harry.  

b) Harry selects an integer n to send to Hermione.  

c) Harry attaches an integer to each vertex in V(G), with the condition that the sum of all 

these numbers equals n.  

d) To encrypt the message, Harry will replace the integer attached to each vertex v in V(G) 

with the sum of the integers attached to the vertices in the star of v, S(v). Harry sends 

this new labeled graph to Hermione. 

e) Hermione adds the integers in the perfect code and finds the secret number. 
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Example 6.1.7: To understand why this encryption works, we consider the following simple 

example. The graph G has 6 vertices. The red vertices, currently labeled 4 and 5, clearly form 

a perfect code C. The secret number is 15. We write 15 as the sum 5 + 6 + (-3) + 4 + 1 + 2. We 

label the vertices of the graph G with the numbers in the sum. 

 

We will now encrypt the message. The vertex labeled 5 will be relabeled with the sum of its 

star, 5 + 2 + 6 = 13. The vertex labeled 6 will be relabeled with the sum 6 + 5 + (-3) = 8. The 

vertex labeled -3 will be relabeled with the sum (-3) + 6 + 4 =7. The vertex labeled 4 will be 

relabeled with the sum 4 + (-3) + 1 = 2. Similarly, the vertex labeled 1 will be relabeled with 

the sum 1 + 4 + 2 = 7 and the vertex labeled 2 will be relabeled with the sum 2+1+5 = 8. 

 

The sum of the integers attached to the vertices in the perfect code C is 13 + 2 = 15 which is 

the secret number! 

 

In the next example, we will understand why this works for the graph G and the chosen perfect 

code. 

 

13 

8 8
2 

7 7 

2 

5 

6 2
2 

-3 1 

4 
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Exercise 6.1.8: Repeat the previous example, but instead of using numbers, use letters. 

 

Answer: The secret message is the number a + b + x + y + u + v. In order to encrypt the message, 

we relabel the vertices as follows: 

 

Old label a b x y u v 

New label a + x + u b + y + v x + y + a y + x + b u + a + v v + b + u 

 

The sum of the labels of the vertices in the perfect code is (a + x + u) + (b + y + v) which is 

exactly the perfect message a + b + x + y + u + v. This works because each black vertex in the 

graph G is connected to a red vertex by an edge. 

 

Exercise 6.1.9: In Harry Potter’s books [7]-[13], there are 12 potions mentioned in Severus 

Snape’s and Horace Slughorn’s classes. Each potion is a separate message. Assign a different 

integer to each one of them and use a perfect code to send one of the potions as you secret 

message. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Answer: To demonstrate how to send the name of a potion as a secret message using a perfect 

code, we will use the perfect code from exercise 6.1.8.  

Hermione assigns an integer to each potion. The table of potions and corresponding integers is 

made public. Harry writes each of these numbers as the sum of six integers. 

Potion Number 

Amortentia  

Confusing Concoction  

Draught of Living Death  

Draught of Peace  

Felix Felicis  

Hiccoughing Potion  

Pepperup Potion  

Polyjuice Potion  

Skele-Gro  

Sleakeazy’s Hair Potion  

Veritaserum  

Wolfsbane  

x u 

y v 

b 

a 
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Harry chooses to send Hermione the secret message “Veritaserum.” To do so, Harry would 

need to send the number “-4” using the public key, graph from exercise 6.1.8. 

Harry labels the vertices of the graph with the six integers whose sum is -4. 

 

Potion Number Number as a sum 

Amortentia 15 -3+7+1+12+2-4 

Confusing Concoction 7 10-3+6-7+3-2 

Draught of Living Death -5 -15+2+8-3+7-4 

Draught of peace 11 9-7+6+5-4+2 

Felix Felicis -18 -3-7+6-11+2-5 

Hiccoughing Potion 36 17+5-7+9+11+1 

Pepperup Potion 12 11-2-5-7+6+9 

Polyjuice Potion 13 -2+21+15-13-9+1 

Skele-Gro -14 8-15-11+25-18-3 

Sleakeazy’s Hair Potion 6 13+6+9+11-35+2 

Veritaserum -4 8-17+23-15-7+4 

Wolfsbane 7 11-3-5-7+2+9 

8 

-17 4 

23 -7 

-15 
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Harry then encrypts the message and sends the following graph to Hermione.  

 

Hermione uses the perfect code (from exercise 6.1.8), which is her private key, to decipher the 

message. The sum of the integers in the perfect code is -5+1 = -4. Looking at the table of 

potions, Hermione understands that the secret message is “Veritaserum.” 

 

 

7.0  EVALUATION AND ASSESSMENT 

 
 Evaluation 

- If module is used in class, then a quiz could be given to assess the knowledge from 

Sections 2.0, 3.0, 4.0, 5.0, and 6.0. 

- If given as a class project then each part (section) will be evaluated. 

 

 Assessment 

The overall assessment of the module will be based on  

- the above evaluations of the quizzes and/or projects 

- pre- and post-survey given to students in class about this particular module. 
 

 

8.0  CLASS SCHEDULE 
 

Day 1.  Cover Section 2.0 on Modular Arithmetic and Prime Numbers.  

Students understand basic concepts in modular arithmetic – including modular addition, 

modular multiplication. In addition, they learn about (relatively) prime numbers and 

their connection to modular arithmetic. 

Students will take a quiz on the material related to modular arithmetic. 

 

Day 2.  Cover Section 3.0 on KidRSA. 

Students understand the algorithm of the KidRSA cryptography system. Students will 

take a quiz on the material related to coding/decoding with KidRSA. 

 

Day 3. Cover Section 4.0 - 4.2 on the need for relatively prime numbers and multiplicative  

-5 

14 5 

-9 -18 

1 
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inverses (mod n) in encryption and decryption.  Introduce the Division Algorithm and 

practice converting between the equivalent forms a mod b = r and a = bq + r, and r = 

a – bq. 

 

Day 4.  Cover Sections 4.3 – 4.4 on using the Euclidean Algorithm to find the greatest  

common divisor of two positive integers and the reverse Euclidean Algorithm to find 

the multiplicative inverse of an integer e modulo n when e and n are relatively prime. 

This section completes the KidRSA topic. 

 

Day 5 and 6. Cover Section 5.0 on RSA. 

Students understand the depth of modular arithmetic, learn how to code and decode 

messages.  They also learn about Euler function and how credit card works while 

making transactions over the Internet. 

 

Days 7.  Cover Section 6.0 on the Perfect Code Cryptography System. 

 Students are introduced to graph theory. They learn how to construct a graph with a 

known perfect code and how to use this graph to code and decode messages. Students 

will take a quiz on the material on coding/decoding with a perfect code. 
 
 

9.0  CONCLUSION 

As the students become more familiar with cyber security, various cryptography systems, and 

the use of mathematics in encrypting/decrypting messages, they are expected to be further 

interested in the topic and may consider pursuing a career in computer science (in particular – 

cyber security) and cryptography.  
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